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How to Use Online/Remote Proctoring in
Compliance with Privacy Laws
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Presenter:

A John Kleeman MA MBCS C.EngCIPP/E Disclaimer

Executive Director and Founder of Questionmark . .
f Every organization has

A Director of Association of Test Publishers and member

of ATP International Privacy Subcommittee different CirCU mStanCES, and
A 30+ years of experience in assessment industry th|S preSGntathn IS NOt Iegal
A Email: john@questionmark.com adV|Ce- Please ConSUIt yOur

privacy/legal team or external
lawyers for definitive advice.

f This presentation is not
endorsed by the Association of
Test Publishers.
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University of Amsterdam Court Case, June 2020.
Is Online Proctoring (Invigilation) Legal in Europe?

Due to Covid -19, University Students complained University put privacy Court case
gave exams with online ¥Invasive to video us at home protection into place ¥Students tried for emergency

pI’OCtOI’ing fNot legal under European GDPR fRestricted access to video ruling to stop online proctoring
fCoul dnAt you just fKept for only 30 days fCourt found in favour of

fReviewed by faculty fConsulted DPO & DPIA SMEElY :
¥Online proctoring is consistent

with European GDPR

rVideo record students at home
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What is Online/Remote Proctoring

A

Proctored exam delivery at home
or workplace

Human proctor observes test
remotely by video

Uses standard webcams

Live proctor can start, pause, and
stop exam

Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All

A

Proctoring Online Proctoring Record and
Review

Proctored exam delivery at home
or workplace

Automated (no human present
during test delivery), flags issues

Uses standard webcams

Human reviewer can look at later

Proctoring
Proctoring Online
Record & Review .
®

Unmonitored
@

Stakes of Assessment

Security Requirements

rights reserved. Questionmark is a registered trademark of
Questionmark Computing Limited. All other trademarks are acknowledged.
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Pros and Cons of Online Proctoring vs Test Centres

Online proctoring

tTest takers donAt need to travel
¥ Take exams anywhere in world 24/7/365

¥ Convenient scheduling (e.g. kids asleep)

¥ Social distancing / practical in lockdown

¥ Accessible

Test centres

¥ Standardised computers

¥ Good Internet access

¢ Slightly higher level of security

¥ Conventional and well understood
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Quick Poll

Does your organization use Online/Remote Proctoring
f?

A No
A Not yet, but planning to

A Yes
ANot sure / donAt know
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Quick Poll

Where does your organization conduct tests?
A Only in Americas (US, Canada, Latin America)

A Only in Europe (including UK)

A Only in Asia / Middle East / Australasia

A Only in Africa

A Across multiple continents



UeStIO

Reminder of Why Assessment is Important

f Demonstrate f Recruit best people f Deal with skills
achievement (not just those who challenges and mis -
¥ See where to direct Interview best) matches
learning f Genuinely measure r People in critical
¢ Level playing field z skill and knowledge roles (e.q. life and
best people can f Reduce risk of limb) have the right
show what can do human error and competence
(even If distant, even mistakes f Encourage diversity:
If disadvantaged) ¢ Direct training people selected on

effectively merit
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If Someone Cheats on a Test:
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Why Test Security Matters

Pakistan Airlines Flight
PK8303 crashed on 22
May 2020, 97 people
killed

Initial investigation
suggests cause is pilot
error, ignored protocols

Pakistan government
announced that over
200 Pakistan pilots had
used proxy test takers
to impersonate pilot

Slide 11

EU bans Pakistan national airline flights
over pilot exam cheats

PIA will not be able to fly into the EU for at least six months
because of doubts over validity of pilot licences
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Exam Cheating in Major Exams Happens Elsewhere Too

NEWS

LEADERSHIP  APPARATUS RESCUE  SAFETY HEALTH  OPS & TRAINING  CAREERS & EDU  PREVENTION & INVESTIGATION  TECH & COMM  STATI]

Home UK World Business Politics Tech Science Health Family & Education

UK  England N. Ireland Scotland Alba Wales Cymrmu Local News

www.bullard.comifirstresponders

Centres caught rigging construction

safety exams HOME | CARE

By Guy Lynn and Ed Davey o al ~ - . .

BBC News, London IN Firehighters Accused of Cheating on Training Exam

@ 21 October 201 f © ¥ [ < shae Probationary firefighters for the South Bend and Mishawaka fire departments allegedly cheated on a

test for an emergency medical technician course.

By Marek Mazurek
Source South Bend Tribune, Ind.

Dec 5th, 2019

sJolm]v]o]

TARGETSZLUTIONS
- On Demand ﬁl:bc.-t
SOUTH BEND FIRE DEPAR
CENTRAL FIRE S

—— e .
- *

TRAINING QUARANTINE:

HOWTO CREATE AND DELIVER AN
EFFECTIVE ONLINE PROGRAM

WATCH ON DEMAND

EST IN CAREERS & EDUCATION

Undercover filming of Garet Estensen reading out answers to those sitting the exam

The flagship scheme for certifying builders has been called into question
after a string of test centres were caught rigging health and safety exams.

Does Higher Education Really
Fit into the Fire Service's

Mission?
Construction workers across the UK are required to hold a CSCS card to prove SOt TR, D Depaten: Benjamin Martin Aug Tst, 2020
skills and grasp of health and safety.
SOUTH BEND, IN—A South Bend firefighter has resigned from the department, as i 4 .
Bt @ joint BRC LondonNowsnight investigation ravealed widesprad. organised several local firefighters have been accused of cheating on a training exam. A et 0 pted -
cheating, allowing untrained builders on to dangerous sites. o s S Stolen, Bank Account Emptied
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Test Taker Privacy Concerns

If | fail my test, who will find out?

You will be videoing my private space

A stranger will see me at a time of stress
Why should my teacher see where | live?

€he New Hork Times
What happens if my child / dog / someone else walks in?

Do o Do Do Do I

What happens if you are hacked and my video recording Keeping Online Esting Honest? Or an

is leaked? .
Orwellian Overreach?

Does the test put spyware on my computer?
The rise of proctoring software to deter cheating alarms privacy

How long will you keep my personal data for? advocates. Some students and professors find it invasive, too.

Do you take a copy of my passport / government ID,
what happens to that?

A What are you doing to my biometric data?

13 Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All rights reserved. Questionmark is a registered trademark of
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Why protecting test taker privacy matters

14 Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All rights reserved. Questionmark is a registered trademark of
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Some Privacy Laws

Europe (inc UK) Canada United States Australia Other countries

¢ PIPEDA ¥ CCPA (California) f Australian Privacy and states

¥ GDPR
¥ Biometric Principles f In place or coming

Information Privacy
Act (lllinois)

¥ Other laws
emerging

Copyright © 1995 -2019 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark.
All rights reserved. Questionmark is a registered trademark of Questionmark Computing Limited. All other trademarks are ackno wledged.
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Privacy Principles Important for Testing

N\

Data minimization

f Capture only the personal data you need
f Keep it for as little time as you need

Purpose limitation

f Use data only for the intended purpose
fThird parties mustnAt use data for their own purposes

Transparency

f Tell test takers what data you collect and how it is used

Confidentiality
f Keep test taker data private and confidential
f Put in place appropriate security measures

[

Proportionality
f Balance security against test taker privacy rights

Fairness

f Avoid bias

17 Copyright © 1995 -2019 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark.
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Test Sponsor vs Test Vendor

‘ ‘ Controller
Test sponsor Test vendor

¥ Responsible t Follows test
for decisions sponsor
about personal  instructions Processor g Processor
data
t GDPR: data

¥ GDPR: data
controller f E:rctzliis;ssoe:rrvice - Sub-
¥ CCPA: covered provider processor
business
U | SU b'
processor




uestio

Association of Test Publishers guidance

f European Data Protection Board
(EDPB) issue guidelines on
processing personal data using
video

f Association of Test Publishers
produce guidance for testing
Industry on use of video

AIP Security
Committee

Privacy
Guidance
When Using
Video In
The Testing
Industry
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1. Identify a lawful reason for processing video data

Main lawful reasons under GDPR If using legitimate interest

Consent

~

¥ Only possible if equal relationship, tricky for many testing use
cases

Articulate in
advance (e.g. In
privacy notice)

¥ Has to be granular, withdrawable and no consequences for
refusing

Necessary for contract with test taker

)
~

¥ May be able to make a case that validity of exam depends on
it having been proctored

f Hard to argue in most cases

Document in a

Public interest Legitimate
f Possible for some educational users Interest

Assessment (LIA)

Legitimate interest

¥ Best reason to capture video data for most test sponsors

¥ Designed for situations like include fraud detection and
security

20 Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All rights reserved. Questionmark is a registered trademark of
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Legitimate Interest Assessment

|dentify the
interest

¥ Test security

¥ Document past
cheating incidents to

justify

21

A Can be written by a non -lawyer
A Useful in other jurisdictions, not just Europe
A Should be written by test sponsor, not vendor
A Review annually
Show processing SR WLl a A Can get guidance from
IS necessary to test take 0 Association of Test Publishers p—
achieve it interests Comitee
¢ Identify why need to ¥ Consider test taker '
proctor and concerns and how ——
in other ways you are mitigating , P”VOCU,
them Guidance
When Using
Video In
The Testing
Indlustry
Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All rights reserved. Questionmark is a registered trademark of
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2. Use video only for proctoring purposes

A Do not use video or other proctoring data for purposes
other than test security

o E.g. do not use for marketing purpose
o Get advice if plan to use for research purposes

A Contracts with suppliers

0 You own the data
0 You are data controller

o They are data processor or service provider,
following your instructions AUTH()R|SED

0 Atend of contract, they delete or return the data ’ERSONNEL ONLY

00 NOT ENTER |

A Ensure proctors well trained and follow your instructions

22 Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All rights reserved. Questionmark is a registered trademark of
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3. Retain video for only as long as needed

A Do you need to record video?
o Uf you can, donAt record at all
A How long do you need to keep recordings.

o In Europe, if you can, delete recordings after 72
hours (following EDPB guidance)

A Most test sponsors will need to retain recordings for
longer. If you do:

0 Setaretention policy

o Communicate it to test takers

o Justify it in your LIA

o Putin strong security measures to protect video

23 Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All rights reserved. Questionmark is a registered trademark of
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A Good technical and organisational measures helpful in
case of challenge

0 Independent third party security audits useful
0 Ask for ISO 27001 certification (or SOC 2 attestation)

o Ensure any recorded video data is encrypted and
has good access control and other protection

0 Other measures sensible

A Anyone can claim to be secure, you need evidence

24 Copyright © 1995 -2020 Questionmark Corporation and/or Questionmark Computing Limited, known collectively as Questionmark. All rights reserved. Questionmark is a registered trademark of
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