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Before we get started…

To ask questions, use 

the “Questions” feature

Watch for an email after the webinar to:
• Download slides (PDF)
• View a recording



“Ounce of Prevention 
is Worth a Pound of Cure”



“In the first Place, as an Ounce of Prevention 
is worth a Pound of Cure, I would advise 'em
to take care how they suffer living Coals in a 
full Shovel, to be carried out of one Room 
into another, or up or down Stairs, unless in 
a Warmingpan shut; for Scraps of Fire may 
fall into Chinks and make no Appearance 
until Midnight; when your Stairs being in 
Flames, you may be forced, (as I once was) 
to leap out of your Windows, and hazard 
your Necks to avoid being oven-roasted.”   

Benjamin Franklin (1736)



If someone cheats on a test/exam

Can you trust your exam results?  
• If exam results are not valid, neither are the decisions based on 

them. 

What’s at stake?
• Life, limb, livelihood 
• Reputation of organization / certification program
• Potential financial implications

When someone cheats…
• Person may not be competent
• Person may not be safe
• Devalues certification and organization
• Person’s credibility is in doubt
• Unfair to candidates/students who took tests honorably



Threats to test security

Cheating
• Participant uses 

unauthorized aids to help 
them answer questions

Content Theft
• Content is stolen and sold / 

given to potential students

Identity Fraud
• Proxy takes the test on 

behalf of real student



Threats to security throughout exam process

Before delivery
• Content theft from item 

bank

During test delivery
• Identity fraud
• Content theft
• Collusion
• Unauthorized test aids

After delivery
• Tampering with results
• Unauthorized disclosure of 

results



• Controls access to exam content

• Proctoring/Invigilation

• Secure lock-down browsers

• Legally enforceable agreements

• Vigorous follow up in infractions

Prevent

Deter 

Detect

Enforce

Mitigating Content Theft, Impersonation and Cheating



Security throughout exam development and delivery

Planning 
assessment

Authoring 
items

Assembling 
assessment

Pilot and 
review Delivery Analyze 

results

Identify security 
requirements

Flag anomalous results for 
further investigation

Random, rules-based 
question selection –

minimize item exposure

Securely gather feedback 
from peer review of exam 

content

Role-based access for 
secure, collaborative 
authoring and review

Remote and in-person 
proctoring 

Scheduling and limiting 
attempts when authorizing 

candidates

Group-based security 
limits access to results 

and reporting



Assessment Completion Time report

• Spot anomalous completion times

• Identify potential cheating

• Flag potential content theft

• Determine if allotted time is sufficient 
for completing the assessment



Assessment Results Over Time

• Spot anomalous results for specific 
participants

• Mean score

• Minimum score

• Maximum score

• 95% confidence interval



Forensic Analysis Service

• Statistical analyses of candidate test 
response data

• Who took the test honorably?  Which scores 
are trustworthy?

• Identify extremely unusual behaviors with 
potential of unfair advantage

Offered in partnership Caveon

Protect

Detect

Respond

Improve

Test Security Cycle



Proctoring
In-person and Remote



• Proctoring Onsite

o In-person at test center/classroom

• Proctoring Online

o Partnering with:  Examity;  Meazure Learning/ProctorU

• Proctoring Record and Review

o Partnering with: Proctorio

• Proctoring Bring your own Proctor ("BYOP")

o Partnering with: Mettl

Proctoring/Invigilation Options



• Proctor verifies identities of the test takers

• Proctor controls the start of the test

• Proctor can intervene during the test

Proctoring Onsite



Proctoring Dashboard

• Proctors can control and 
intervene in exam delivery: 
o Generate “unlock” code for test
o Start, pause, un-pause and stop

• Dashboard to monitor exam 
status of each test taker 

• Works with Questionmark Secure



Proctoring Online



Proctoring Online

For the test taker:
• Convenience of exam delivery 

at home or workplace
• Works with most standard 

webcams  

For the test sponsor:
• Watchful eye of proctor to 

prevent cheating
• Proctor can start, pause, and 

stop exam
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Books proctoring appointment online
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Initiates proctored exam session



Connects with Proctor



Example Proctor Protocol

Candidate 
Authentication

• Checks and 
records ID

Environment 
Check

• Candidate 
pans room 
with camera

Communication 
of rules

• Informs of 
prohibited 
behaviors

Exam unlocked 
to candidate

• Candidate 
now able to 
begin test



“In-Exam” Controls

Pause, Resume, Add time
Terminate exam



Proctoring Record and Review



• Automated

• No appointment necessary

• Records exam delivery 

• Capture participant identification

• Lock down the test environment

• Configurable “suspicion scoring” 

• Detects / flags abnormal behavior

Proctoring Record and Review



Pre-exam checks

Camera/mic working?

Desktop sharing?

Sufficient RAM?

Bandwidth OK?



Video, audio, screen captured, analyzed in real time

Video encrypted and streamed 
back to a secure server

Audio, video and interactions 
with the local device captured

Data analyzed for abnormalities 
and unusual behaviors



Generate PDF reports for stakeholders

• Configurable reporting to

o Include or exclude participant’s: 
• Name
• Video
• Screen
• Location

o Flag potential hardware issues
o Show manual annotations from review



Detailed 
reporting

• Video, audio, screen recordings 
saved for review

• Generate PDF report to 
document exam attempt





Bring  your own Proctor (BYOP)



• Customer provides own proctors

• Live monitoring and recording (video, audio, desktop) during exam

• Automated flagging of anomalous/suspicious activity

Remote proctoring with your own proctors



• Proctor can control exam in real-time

o Check ID against candidate photo
o Unlock, pause and terminate exam session
o Allocate additional time for timed exams

• Proctor communication

o Chat (text) with candidate
o Make announcements to all candidates currently taking exam

• Reports on each exam attempt

o Summary views grouped by schedule
o Sortable by “Credibility score” 
o Attempt reports include video, desktop recordings, ID and candidate snapshots

How it works



Candidate Experience























Proctor Experience



Proctor views candidates waiting to start exam

Clicks Candidate Tile to:
1. View candidate profile and ID photos
2. View candidate camera
3. View candidate desktop
4. Chat with candidate
5. Access proctor controls to

• Start exam
• Pause exam
• Add extra time (for time exams)
• Terminate exam



Proctor clicks a candidate tile



Proctor checks candidate ID



Proctor Uses Widget to Unlock Exam



Proctor can pause/stop exam, add extra time via 
widget



Proctor toggles between candidate webcam and 
candidate screen views



System highlights candidate tiles when anomalies 
detected

Detected behaviors flagged "Yellow"
• Candidate looking away from Screen
• Candidate Face Partially visibleDetected behaviors flagged "Red"

• Candidate Not Present
• Face not Visible
• Another Person
• Mobile Phone Detected
• Away From Window



Proctor clicks on flagged candidate for detailed view

Detected behavior:
Additional Person Detected



Proctor clicks on flagged candidate for detailed view

Phone detectedAdditional person detected
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Proctor Terminates Exam, prompted to confirm



Reviewing Results



List and summary of exam attempts
Launch detailed review of 

selected exam session



Proctoring logs, video, and screen capture review



Review ID Card compared to candidate photo



“Credibility index” provides objective analysis of session



• Your own proctors

• Prevent access to exam pending ID check

• Real-time intervention to pause, stop exam

• Automated flagging of suspicious / anomalous events

• Detailed reporting

BYOP benefits 



Privacy and Regulatory 
Considerations



Test taker privacy concerns

• You will be videoing my private space

• A stranger will see me at a time of stress

• How do I need to dress?

• Why should my teacher see where I live?

• What happens if my child / dog / someone else walks in

• What happens if you are hacked and my video recording is leaked?

• Does the proctoring software put spyware on my computer?

• How long will you keep my recording for?

• Do you take a copy of my passport / government ID, what happens to 
that?



Balancing privacy and security

• Identify a lawful basis for processing video data in testing. It’s useful to write a formal 
Legitimate Interest Assessment to document this.

• Apply purpose limitation and data minimization. Part of this is you should usually only 
use video data for assessment security purposes.

• Retain video data for only the time needed. Record video only when necessary and 
justify the retention period carefully.

• Be transparent and open in communication with test-takers. Inform in advance they 
are being videoed and how the data will be used. 

• Be consistent in responding to test-taker requests. Define a policy and apply it 
consistently.

• Consider carefully when using automated decision making. Allow automation and AI 
to flag issues for human review, not for decision-making. 

• Adopt a written policy relating to video. Helps with consistency and accountability.



General advice

Improved security gives better data for better decisions

Look at risks that apply to you

Implement mitigation based on importance of those risks

Be prepared to address privacy questions and concerns

Talk to us!



Questions?



eBooks, White Papers, 
Infographics and more!

www. q u e s t ion m a r k . com / r e s ou r ce s  



How to Evaluate

Request a one-on-one demo
The Questionmark team will contact you to arrange a 
demonstration tailored to your needs and questions
questionmark.com/demo

http://www.questionmark.com/request-demo


Thank you for attending!
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